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How

relevant is
developing
Al auditing

skills?

Al Growth trajectory

20181 $ 12billion Al spend (IDC)
2021 - $ 57billion Al spend (IDC)

2031 - $ 15.7 trillion Al contribution to
the global economy ( PwC Global)

2017 GDP of large economies

$ 15 trillion ( 5- 10 largest)
$6.5 trillion (N 11)
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| nt er nal Audi t 6&l Curren

To help an organization understand, evaluate & communicate the
degree to which Al  wi |l have an
create value in the short, medium & long term.

- 1A Al Auditing framework

Delhi Cineplex Chain Netflix

Mumbai Call Centre Voice bots

Chennai  Back office Robotic Process Automation
Vadodara Pipeline surveillance ML in Identifying objects in video
Bengaluru Hospital Online Cancer opinion service
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From Science fiction to reality

DEMYSTIFYING BOTS & COGNITIVE

APPLICATIONS
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Al Il s drawing current r

fiction

OUT OF PATTERN
The Bankos Da tSametAimgasldiffesent, The investigative agent
came across an instance lets FLAG it and analyse did research on both the
where large sums of if it is risky or not risky companies and came to
monies were being paid know that these were
by a Computer company money laundering

to a Casino transactions

Example based on an article appearing in Internal Auditor Magazine, Dec 2017 issue www.internalauditor.org



How many Al apps in daily use ? Smart machines

1. Online search engines to deliver targeted search m
results of toda

2. Targeted advertisements, news ,etc. based on

profile and/or usage

MS Powerpoint gives design ideas Al TECHNOLOGIES

Facebook recognises faces in photographs

A ma z oAleiasenables users to give voice

controlled natural language commands to - MACHINE LEARNING

interact with applications

6. Evidence-based expert treatment

recommendations for cancer - NATURAL LANGUAGE

Algorithm based high volume, low margin trading [IRERSEEEEINE

8. Googl edbs Androi d Auto p
navigation, music, weather, sms,calls,etc.’

- SEARCH ENGINES

ok w

- IMAGE RECOGNITION

~
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The Machine is Learning

EARLIER S/W WHAT MADE ML
PROGRAMS POSSIBLE ?
Step-by-step
instructions usually i Massive availability
executed of data
sequentially ) _
U Huge jump &
availability of

processing &

An example, a model to predict the risk .
computing power

that a person will default on his or her _
credit card based on various factors about U Dramatic

the individual, as well as the historical improvement in
factors that lead to default. quality of machine

learning algorithms

LEARNING ALGORITHMS

1. Algorithms are designed to
improve through
supervised/un-supervised
learning

2. It does so by training using a
labeled data set to confirming
through a validated data set

3. Also unsupervised learning



Wh at iS the From SIMPLE-to - SMART

one trait of
machines that
Auditors like ?

SINCE THE EARLY MACHINE,
THE DEFINITION INCLUDES
A CONTROL MECHANISM

Smart

Automation Machines

Mechanical J

From displacing human muscular work - to greatly

decreasing the human sensory & mental requirements as
well - to - exhibiting human intelligence
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enmeaeeisml Al Applications

Application -
o make machines
smart
q Assisted Augmented Autonomous V  Automate
Intelligence Intelligence Intelligence V  Augment
o V  Replicate
N ) = :
) Q =
8 o) © HUMAN INTELLIGENCE
= g "T—) - Human analytics
- LL p Decision making
Technologies Machine Learning, deep learning, neural
that make networks, image recognition, natural language
machines smart  Processing, block chain, Robotic process
automation, Blg Data, etc. @ THE INSTITUTE OF INTERNAL AUDITORS
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Cognitive
Applications

DIGITAL
ASSISTANT

e
RECOMMENDATION
APPLICATION

Cognitive technology is _ itor o ©®Searching for the
desi dt bi at a particular point certain fluid unknown

esigned to combine of time - Static variables & the ©®Discovery of a new
human intelligence with a \®Diagnose a disease interrelationships Bio marker for the

between and deliver disease
a recommendation
with a confidence
score - Dynamic

& recommend a

range of Al capabilities
g P solution

such as ML,NLP, image
analysis & reasoning

systems 1 creating an -tIDrsggﬁgrtiﬁa?mgter
augmented intelligence g auring

surgery

that amplifies the impact of —
what humans and
machines do separately.

Adapted from an IBM paper
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WHAT ARE WE AUDITING?
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A On what should we be providing assurance on?
A What should we first obtain an understanding on?
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https://www.bbc.co.uk/programmes/p064xb8d

The Power Source .
Systems Integration
Internet Languages for AUd It

GPU Computing -
Power 2y Dl Technologies complex Algos

Enabling Al as digital
work force

Enabling Al Technologies

~

Natural Language Image Blockchain _
Processing recognition §A continuumé W
new is the advancements &
scalability of technologies

that have unleashed Al
applications. 0

Current Class of Al Applications

Assisted @ . THE INSTITUTE OF INTERNAL AUDITORS
. Augmented Intelligence  Autonomous Intelligence INTERNATIONAL M

Intelligence g g g IVACONFERENCE
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Audit the Input & Output
‘ Algo

‘ Predictions
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Pattern
forming
in the
data

Control
activities




The | I Ads Al Auditing F

[ '»\, > &4 £
—
HOW WILL WE BE AUDITING ?

GLOBAL PERSPECTIVES
AND INSIGHTS

A 3 categories / 7elements i pervasive role
A Role of Internal Audit @ different stages of Al
A Oversight role of the Board
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3 categories i commonly faced situations

A Most organisationglo not have an Al Strategy
Aal ye &aaaft R2y QU 3IAO Al STRATEGY 2
A Having an exiting IT Governance is an advanta
A Human biases creep into Algorithms

A Testing Al to ensure that results reflect the HA GOVERNANCE
original objective.

A .. : o HUMAN

A As Al decision making becomes opaque, visibili FACTOR

of the key algorithms is necessary

A Review that Al output is beingsedlegally,
ethically andresponsibly
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3-categories | 7- elements

Cyber Resilience

Al Competencies

Measuring performance

Data quality

Data Architecture & infrastructure
Ethics

Black Box

NOo Ok owbhPRE

Situations where risks gain
significance

Source : The 11 Abs Artificial I ntellige

Al STRATEQGY '

RA GOVERNANCE

HUMAN
FACTOR

@.
177 CON

DUBAI, UAE
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|l nt ernal Au dllifeacyleRol e

A Al Strategy review
For all As Al is :
entities built A Risk Assessment/ RBIA plan

A Staying true to the original

As Al is - - : .
A Al TR objgctlve & keeping a responsible
performs & design

controlled
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|l nt ernal Au &dllifeacyleRol e

A Assurance on data quality obtained from
For all As Al is multiple sources

SrMHEE built A Performance to reflect achievement of
organizational objectives

A Reliability of Algos & underlying data

As Al is
As Al managed

performs & A
controlled A
A

Governance of Al
IT Security

Using Al in supportingsptia e ey
IVAACONFERENCE \Al

DUBAI, UAE / 6-9 MAY

01



Planning considerations for Cancer

Opinion Service review
- hypothetical case study

n An overarching object
reasonable assurance that the medical

recommendaions can be relied upon & in
compliance with the ent

A Business case?

A Workflow, risks & controls
A Audit procedures

A Assurance & advisory role of internal auc
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The
Standards

2200 17 Engagement Planning

2201 1 Planning Considerations

A Obijectives & controls

A Significant risks

A Adequacy of GRC vs framework

A Oppurtunities for making improvement

2210 17 Engagement Objectives
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Cancer Opinion Service - Operational Process

Recommendation Tumour Patient
Type & Stage .
of Cancer AgleEllo Board Help Desk

Work Flow
A Uploaded medical reports in a structured format

A Clinical analyst assesses medical condition puts up a structured
case summary & decision questions for experts
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Cancer Opinion Service - Operational Process

Recommendation Tumour Patient
Type & Stage Application Board
of Cancer oar Help Desk

Work Flow contdé .

A Recommendation application matches patient data with the medical
literature and ranks treatment alternatives

A Tumour board reviews the augmented information on options given
by the Recommendation Application

A Final Treatment option report (Turnaround 1 day /i ” ITiEI) ATIONAL

ONFERENCE
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Risk Considerations for Audit Plan

A Completeness & correctness of patient data
A Proficiency of clinical analyst preparing patient summary
A Reliability of Algos in the recommendation application

A Bias in the oncology literature & recommendation
application.

A Adequacy of data architecture & infrastructure to handle the
size & complexity of planned Al activity

A Information privacy & security throughout the data life cycle
A Cyber resilience WA INTERNATIONAL
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Areas to look for operational process
controls

Cancer type/stage

AData quality

AClinical analyst
capability

Recommendation Application

A Data integration

A Cyber resilient

A Application modernization

A Reliability of algorithms

A Concerns over 3rd party s/w
A Data reliability/privacy issues

Patient Help desk

ATrained agents/Help
desk applications

AChat bot

Tumour Board

A Time & availability of
experts - Expert statistical
rating & availability model

A Working relationship
between experts




Process Map of Cancer Opinion Service

OPERATIONAL

SUPPORT

Hospital tie-
ups

Type & Stage
of Cancer

Data
Architecture,
Infra & Al
Technologies

Knowledge
Management

Recommenda
tion
Application

Data privacy
& Regulatory
Compliance

Expert Cyber
Security &
Panel Data quality
Support/Help
Learning & Admin &
Training Accounts
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Significant Strategic Risks

Knowledge Management

A Current & emerging knowledge on medical conditions,
symptoms & bio-markers 1 their correlation & pattern

identification
Managing Skepticism
A Hospital Admin

A Experts
A Referring Doctors
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Significant Support Process Risks

Data Architecture Data Infrastructure Al Technologies

Is the Taxonomy Is there adequate
robust to accommodate pmmmd capacity &capability for [b)geﬁ I'L?;?gdngr??htg
the size & complexity of handling unstructured tech%olo stack?
Al activities? data? 9y '

Data Privacy & Learning & Training Admin & Accounts

Regulatory Compliance Are the Algos learning? A Cost-benefit
Impact / cost of mmmd 'S the team learning ? g A \Worthy projects
compliance with Team retention?

GDPR, HIPPA
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IN FOCUS

Big Data

Responsible I Accountable
Control [ AAl90 Control Al Al

€ A INTERNATIONAL M
IMACONFERENCE

DUBAI, UAE / 6-9 MAY 2018



IN FOCUS T Big Data

Control

Rt Tecvrogy
ALt Guioe

Everyone will have access to Big
Data, with the below attributes

@ . THE INSTITUTE OF INTERNAL AUDITORS
INTERNATIONAL M
IMACONFERENCE

Understanding and
Auditing Big Data
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IN FOCUS T Algo Control

U Validate Al with real world outcomes
U Concordance studies

O

U Explainer of Algorithmic Rationale 1)
U 3" Party Software
U Black Box Preparedness 0

@ » THEINSTITUTE OF INTERNAL AUDITORS
I INTERNATIONAL

CONFERENCE

DUBAI, UAE / 6-9 MAY 2018



IN FOCUS T Responsible Al

Safety Dimension T exhibiting wild & reckless behaviour

Ethical Dimension T influencing behaviour of consumers

Safety Bias Dimension T sure, till the product matures

Bias & privacy Dimension i bail granting algorithm
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IN FOCUS i Accountable Al

Article 9 - Prohibits the processing of special (sensitive)
categories of personal data

Article 11 - Right to explaining a decision reached after
algorithmic assessment

Article 22 7 Right to not be subject to a decision on legal &
significant consequences based soley on automatic processing

Article 241 Decisions shall not be based on special categories
of personal data

GDPR is effective from May 25, 2018 i@ ' INTERNATIONAL

CONFERENCE
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Developing proficiency in Al Auditing

Al WORK CULTURE

USING Al IN AUDITING IS THE BEST WAY TO

- Comfortable with the DEVELOP COMPETENCIES
digital environment

- Strong data orientation

- Abillity to look at
Al g bejaond
applications
- Rapidly ramping up on
Al technologies

Developing comfort in the Al work culture
Developing critical thinking capabilities
Developing Advisory capabilities & soft skills
Applying IPPF in the digital & Al environment

A
A
A
A
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Deepak Wadhawan CIA,CPA,FCA

Chief Executive, IIA India

A e-mail : dwadhawan@iiaindia.org;
deepakwadhawan@yahoo.com

A Mobile: + 91 9818 020587
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Control i Explaining individual predictions

to a human decision-maker

Flu sneeze |

sneeze EXp'Hiner

weight (LIME)
Fesinche — headache Il
no fatigue no fatigue
age
Model Data and Prediction Explanation Human makes decision
Source:Why Shoul d | Trust You?0 Explaining the Predic of Any

Marco Tulio Ribeiro, Sameer Singh, Carlos Guestrin, University of Washington, Seattle, USA E—
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First line accountability of risk obligationsieEITal=EXe}i
Compliance of policies to measure, manage mitigate d efen se fOI’

risks within the risk appetite of the Board o
Cyber resilience

- Vulnerability & threat assessment/ prediction of
attacks/ robust incident reporting & response program

Second line oversight over aggregate ris
Keeper of the Board approved risk appetite

- Creating dialogue between Mgmt & Board,

Organisation structure, Risk framework, Impact
assessment, preparedness, insurance

Source: EY Cyber risk management across the lines of defense © 2017 EYGM
Limited
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