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Help Center > File A Ticket > Report A Violation

Report an account for impersonation

How can we help? An account is pretending to be me or someone | know.

An account is pretending to be or represent my company, brand, or
organization.

My account was suspended
| can't sign in to my account.
® My account has been hacked or compromised

Someone is using my email address without my permission.

Is someone other than you accessing your account?

If so, please take the following steps:

Reset your password
If you are currently logged into your account, please reset your password by requesting an email from this pa:

Revoke connections
While logged in, visit the App

in Account Settings. Revoke access for any third-party application that you don't recognize

Contact Support
If you are not able to log into your account, please contact us by submitting a

Please review th for more information.
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#WeAreEntertainment
UK - httpZ//www.hmv.com

22,489 981 62,561 W Follow
Tweets Al No replies
hmv
.’“h Just overheard our Marketing Director (he's staying, folks) ask "How
do | shut down Twitter?"” shmvXFactorFiring
hmv

Sorry we've been quiet for so long. Under contract, we've been
unable to say a word, or -more importantly - tell the truth

hmvXFactorFiring
hmv
There are over 60 of us being fired at once! Mass execution, of loyal
employees who love the brand. ¥hmvXFactorFiring
hmv
We're tweeting live from HR where we're all being fired! Exciting!!
hmvXFactorFinng
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The key problem

A13% of large organizations had a security or data breach in the
last year relating to social network sites-@

AAverage breach costs $7.01 million*

AGoogle reports that 20% of social accounts will be
compromised at some point

A2/3 of all U.S. adults have had accounts hacked*

A160,000 Facebook accounts are compromised per day~
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The key problem

How can we gain assurance over controls on systems
éwedondt oper atceonatnrdoldé rectl vy
ét hat are fundamentally 1 nsec

é without stopping the business interacting on social media?
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5 key areas of concern

1.
2.
3.
4.
d.

Social media site security

Site impersonation

Public posting on our sites

Employees posting on our sites
Employees posting on other company sites

@ » THEINSTITUTE OF INTERNAL AUDITORS
I INTERNATIONAL

CONFERENCE

DUBAI, UAE / 6-9 MAY 2018



Soclal media

Altods a cloud serviece

Aéso audit it |ike any y
service.

A Butis it secure?

Aécheck certificationé Trse

A éthey think isocel i mport
studio [Salesforce.com] and workplace
[facebook] but none of the others do it :

A éso how secure are theElE T
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Social media site security

LinkedIn Lost 167 Million Account Credentials in
Data Breach

hackers created a dark web database of personal information,
revealing private phone numbers and email addresses.

S ix million Instagram accounts have been exposed online after
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Social media site security

2 Search
Details
MAte Security vuineradyity datasource

Facebook : Security Vulnerabilities

A They have known security
vulnerabilities é

A é soresearch them and discuss
remedi ati on S uUCh @uus e

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9
Sort Rasults By : CVE Number Descanding CVE Number Ascending CVSS Scora Descanding Number Of Exploits Descanding
Zopy Results Download Results

“ cVE ID CWEID  # of Exploits Vulnerability Type(s) Publizh Date Update Date Score

Ve
V4
1 CVE-2007-3955 Exec Code Overflow 2007-07-24 2017-09-28 6.8
Buffer overflow in the IEToolbar.[EContextMenu.1 Activex control In LinkedInIEToolbar.dll in the LinkedIn Toolbar 3.0.2.109

argument) to the search method. NOTE: some of these detalls are obtained from third party information.

[
Sert Resuts By

Copy Resul
£ oED owER

1020080660 119

PubishDote  UpdateDate  Score  Gainedhcoamlewl  Acces  Complocty  Acthentiation  Cond.  Imep Al

Admn

el Complete Compete  Complete

and (2) Bxtrac

08124 Admin Remote  Medium Complete Complete  Comglete

g FleM

2 CVE-2008-3435 24 Exec Code 2008-08-01 2008-09-05 7.5

1100 and earlier does not properly verify the authenticity of updates, which allows man-in-t
ning

Twitter : Security Vulnerabi

4 - -
Copy Results Download Results

les

. cve CWED  #ofExploits  Vulnerability Type(s)  PublishDate  UpdateDate  Score  Gained Access Level Access Complexity
z 1CVE-2016-10511 295 20170918 2017-10-04 143 None Remote Medium
3y only OAuth W toke tially enable unre! witter t

2 CVE-2014-6838 a0 +Info 2014-11-14 5.4 None Local Network Medium

The Gi

ma tou joursta) applic t verify X
informat

Aéso have business cont | Ty 1 n

and response plans ) 5 T
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Social media site security

A Site security is not inherently
strong

A And you cannot impose your
organi zationos

policy

Facebook advice is weaker
t han most corporate

Aéthey dono6ét enforce

pol i

i vepcenre

Creating an Account
S How can | make my Facebook password strong?
Cutrer@® S e . g p aS S WQl. d
Messaging
Photos When you create a new password, make sure that its at least 6 characters long. Tryto use a
Videos complex combination of numbers, letters and punctuation marks.
Pages

Ifyou see a message letting you know the password you entered isn' strong enough, try mixing
Group 0 | | tugel@upp se and lowexzase lefeys. Yqmian afgmake the password more complex by
Events making it longer with a phrase or series of words that you can easily remember, but no one glse

Pay = know .
thei™ own advice
oes Keep in mind that your Facebook password should also be different than the passwords you use

Facebook Mobie andDeskop g into other accounts, like your emeilor bank account

Apps
Accessibility

Was this information helpful?

Oves Oto
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Social media site security

HBO social media hacked in latest cyber security breach

17 FugusA 2007 | Birieen < A 22% of social media users have
fallen victim to a security-related
incident*

A The Pony botnet affected Facebook,
Google, Yahoo, and other social
mediauser s é

A é stealing more than two million
user passwords.

A é s m social media management

HBO's Facebook and Twitter accounts have been compromised in the latest cyber

security breach to hit the firm. tOOI |S recommended

A group called OurMine appeared to take control of the main HBO accounts, as well as those
for the network’s shows including Game of Thrones.

* Stratecast

One post said "OurMine are here. we are just testing your security”.

It is the latest cyber security headache for the entertainment firm after hackers released
Game of Thrones scripts and company data.

Source: BBC
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Social media site security

Not only are they insecure but they are
hosing up your data

EEN 41 100% @ 09
< o @ WhatsApp WHATSAPP WEB FEATURES DOWNLOAD SECURITY

am using Wi
Bjorn Tore
Available

WhatsApp uses the phone numbers from your phone’s address book to provide you an up-to-date list of

g Blanaid O'Regan (SIRQ) oo

e WhatsApp users you know to make it easier for you to message them via WhatsApp. WhatsApp regularly looks
o e oret s o ot WAhSta AR, at the phone numbers in your address book and then checks to see which of those numbers are verified in
@ Breffni Fish Kettle rcren WhatsApp. During this entire process, phone numbers are sent to WhatsApp for lookup, securely, over an

encrypted connection. So that you know who you are chatting with, the app then displays the names from your

ssing Whatenpn, address book.

How do [ configure my privacy settings?

By default, WhatsApp will automatically set your privacy settings to allow any WhatsApp user to view your Read
Receipts, last seen, profile photo and status. If you don't share your last seen, you won't be able to see other

people’s last seen. Please note there is no way to hide your online status.

D

~ Facebook paid $19

billion dollars to get
access to your address
book, and to see the
connections between
you and your contacts,
as well as how you use
them.
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Social media site security

. Hundreds of Twitter
Insecure, collecting your data and open employees, including
110 th e | F em p I Oyee S contractors, have had
the ability to delete

accounts and tweets for
years.

If a Twitter staffer decided he or she
wanted to send a tweet from an account,
the employee would have to reset the
email address associated with the account
and request a password reset using that
new email address.
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Social media site security

|l nsecure: and they donot knov

A No Know Your Customer processes
estimates that anywhere from 50-100 million of its
monthly active user accountsarefakedu pl i cat es é
A é a n ds many as 14 million of those are "undesirable" on the site.
estimates 5% are fake duplicates
openly admits,i We dono6t have a reli a
|l denti fying and counting duplicat
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Social media site security

What can Internal Audit check?

Cloud So audit like any other cloud provider
Get a cloud audit work programme
Check certification

Sites are insecure Review security vulnerabilities
What settings there are, set them securely
Patch and update browsers and Operating Systems
Business continuity and response plans
Regularly monitor activity
Password policy
Social Media Management tool

Ethics Do not trust them 7 check and recheck all settings
Only use where necessary 1 what is the business case?
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Know your customer Its up to you to have procedures for this




Soclal media

o

BP Public Relations
@B8PGlobalPR

DEHLZ@N IQ Find game/hardware deals or price history... \ﬂ/

POPULAR GAMING LAPTOPS HDTVS DSLR MONITORS TABLETS

PC GAMES PS4 XBOXONE DESKTOPS §SSD HEADPHONES MOUSE FREEBIES F
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