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The key problem

Å13% of large organizations had a security or data breach in the 

last year relating to social network sites.@

ÅAverage breach costs $7.01 million*

ÅGoogle reports that 20% of social accounts will be 

compromised at some point

Å2/3 of all U.S. adults have had accounts hacked+

Å160,000 Facebook accounts are compromised per day~

@ PwC *Ponemon institute   +University of Phoenix  ~ New York Post



The key problem

How can we gain assurance over controls on systems 

éwe donôt operate and directly controlé

éthat are fundamentally insecureé

é without stopping the business interacting on social media?



5 key areas of concern

1. Social media site security

2. Site impersonation

3. Public posting on our sites

4. Employees posting on our sites

5. Employees posting on other company sites



Social media site security

ÁItôs a cloud service

Áéso audit it like any other cloud 

service.

ÁBut is it secure?

Áécheck certificationé 

Á éthey think its important at social 

studio [Salesforce.com] and workplace 

[facebook] but none of the others do it 

é

Á éso how secure are they?



Social media site security



Social media site security

ÁThey have known security 

vulnerabilities é

Áé so research them and discuss 

remediation such as é.

Áépatch and update browsers and OS, 

configure security settings

ÁSM is susceptible to code attacks 

and DDoS attacksé

Áéso have business continuity in place 

and response plans



Social media site security

Å Site security is not inherently 

strong

Å And you cannot impose your 

organizationôs policies e.g. password 

policy

Å Example: Facebook advice is weaker 

than most corporate policy andé

Åéthey donôt enforce their own advice



Social media site security

Å22% of social media users have 

fallen victim to a security-related 

incident*

ÅThe Pony botnet affected Facebook, 

Google, Yahoo, and other social 

media usersé

Åé stealing more than two million 

user passwords.

Åéso a social media management 

tool is recommended

* Stratecast

Source: BBC



Social media site security

Not only are they insecure but they are 

hosing up your data

Facebook paid $19 

billion dollars to get 

access to your address 

book, and to see the 

connections between 

you and your contacts, 

as well as how you use 

them.



Social media site security

Insecure, collecting your data and open 

to their employees

If a Twitter staffer decided he or she 

wanted to send a tweet from an account, 

the employee would have to reset the 

email address associated with the account 

and request a password reset using that 

new email address.



Social media site security

Insecure: and they donôt know who their users are

Å No Know Your Customer processes

Å Facebook estimates that anywhere from 50-100 million of its 

monthly active user accounts are fake duplicatesé

Å éand as many as 14 million of those are "undesirable" on the site. 

Å Twitter estimates 5% are fake duplicates

Å LinkedIn openly admits, ñWe donôt have a reliable system for 

identifying and counting duplicate or fraudulent accounts.ò



Social media site security

What can Internal Audit check?
Cloud So audit like any other cloud provider 

Get a cloud audit work programme

Check certification

Sites are insecure Review security vulnerabilities

What settings there are, set them securely

Patch and update browsers and Operating Systems

Business continuity and response plans

Regularly monitor activity

Password policy

Social Media Management tool

Ethics Do not trust them ïcheck and recheck all settings 

Only use where necessary ïwhat is the business case?

Know your customer Its up to you to have procedures for this



Social media impersonation


