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Leading Security Operations Center (SOC) at Saudi Aramco

10+ years experience in cyber security

MS degree in Information Security from Carnegie Mellon University
I USA

BS degree in Computer Engineering from King Saud University i
Saudi Arabia

Certified Information Security Manager (CISM)

Certified Information Systems Security Professional (CISSP)
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Cyber Security Risks

Equifax breach could

The projection, which was disclosed on a Friday morning

be mOSt COStly 111 earnings conference call, is on top of $164 million in
Corpor ate hi Sto ry pretax costs posted in the second half of 2017. That brings

expected breach-related costs through the end of this year

Www.reuters.com

1 min read to $439 million, some $125 million of which Equifax said

will be covered by insurance.

EW YORK/TORONTO (Reuters) - Equifax Inc
N (EFX.N) said it expects costs related to its Cyber risks must be viewed as
massive 2017 data breach to surge by $275 business risks

million this year, suggesting the incident at the credit

reporting bureau could turn out to be the most costly hack

in corporate history.
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Who’s behind the k

73% I
perpetrated by outsid

28% I
involved internal actol

2% 1
involved partners

2% 1
featured multiple part

50% I
of breaches were car
criminal groups

12%
of breaches involved .
state-affiliated

Cyber Security Risks

What are other commonalities?

49% N
of non-POS malware was installed via malicious email’

76% N
of breaches were financially motivated

13% N

of breaches were motivated by the gain of strategic
advantage (espionage)

68% N
of breaches took months or longer to discover

Saudi Aramco: Public

nts

\_——

verizon

Data Breach
Investigation
Report 2018
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Defense in Depth

Cyber breaches are inevitable
Implement defense-in-depth

Defenses will likely fail

I Raise the bar high enough for
attackers to make a mistake

I Force them out to the surface
A Monitoring at every layer is a must
I Security Operations Center (SOC)

A Effective SOC is key control to
manage cyber risks

network

To To Iw

host

application

€ A INTERNATIONAL
IMACONFERENCE

I Saudi Aramco: Public
Image By Own work @Wikimedia DUBAI, UAE / 6-9 MAY 2018 [IENE




SOC Mission

A To detect, respond to, contain,
eradicate, and recover from cyber
incidents in a timely manner

I Minimal disruptions to business
operations

i Protect assets confidentiality, a MISSION STATEMENT

integrity and availability
A Drive risks reduction and ‘ ’ _
enhancements in organization
protection controls & security
posture
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Traditional Security Operations Center (SOC)

Common SOC functions

247 Incident Eorensics Threats Systems
monitoring Response Management Support
Alevel 1 ALevel 2 AlLevel 3 AThreats Modeling AlLogs sources
ATriage alerts AAdvanced ADeep dive ATrack campaigns maintenance
AProactive investigations artifact and threats actors Asystems &
Monitoring AResponse analysis AOptimize and tune software
planning AMalware threats cases support
analysis
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Traditional SOC

A Security Information & Events
Management (SIEM) Systems

A Collect security events
I System logs (windows, Linux etc)

I Security devices logs (proxy, IPS,
VPN etc)

I Network events (netflow, firewalls)

I Application servers (web, middle-
tier etc)

A Threats Correlation Engine
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24/7 Monitoring

A Level 1
A Analysts on 24/7 work schedule

A Roles & Responsibilities:
I Initial triage of security alerts
I Proactive monitoring

A Skills set:
I Analytical thinking

I Good Systems, applications,
networks knowledge

I Well-versed in hackers craft
I Curious (very important)

@ » THEINSTITUTE OF INTERNAL AUDITORS

INTERNATIONAL
IMACONFERENCE

DUBAI, UAE / 6-9 MAY 2018 EEEL]

Saudi Aramco: Public




Incident Response

Planning
Advanced logs and artifacts analysis A N

3-to-1 L1/L2 ratio is typical tngr?gg

Maintain Incident Response Plan
I Frequent cyber incidents drills T l

Advanced skills set in intrusion
analysis and hackers craft
AN v
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Forensics & Malware Analysis

Level 3

Deep-dive analysis of systems
artifacts

Forensic preservation of evidence
I Chalin of custody
Malware analysis

Advanced skills in operating systems
Internals & malware reverse
engineering

o o Do Do D>
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Threats Management

A Threats Modeling I (3= TRUD
I Insider & external threats models Eln;lg
I Threat Case definition
A Threat Case TRUE FALSE

I Events Correlation Rules
I Analytics Reports

A Examples ( : c )

I Virus detection and privilege escalation
within +/- X minutes

I Statistical analysis of potentially malicious
changes to system configuration
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Threats Management

A Must be Risk-Informed & Threats-led

A Balance between security and operations
I False positives rates
I Alerts vs. Analytics Reports

A Assets Inventory & classification required
I Prioritize monitoring for high-value assets

A Continuous visibility enhancements

I Optimize security events collection for
maximum visibility and lowest overhead

I New logs sources and event types

lerts
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