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Who am I?

Å Leading Security Operations Center (SOC) at Saudi Aramco

Å 10+ years experience in cyber security

Å MS degree in Information Security from Carnegie Mellon University 

ïUSA

Å BS degree in Computer Engineering from King Saud University ï

Saudi Arabia

Å Certified Information Security Manager (CISM)

Å Certified Information Systems Security Professional (CISSP)
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Cyber Security Risks

Cyber risks must be viewed as 

business risks
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Cyber Security Risks

Data Breach 

Investigation 

Report 2018
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Defense in Depth

Å Cyber breaches are inevitable

Å Implement defense-in-depth

Å Defenses will likely fail

ï Raise the bar high enough for 

attackers to make a mistake

ï Force them out to the surface

Å Monitoring at every layer is a must

ï Security Operations Center (SOC)

Å Effective SOC is key control to 

manage cyber risks

Image By Own work @Wikimedia
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SOC Mission

Å To detect, respond to, contain, 

eradicate, and recover from cyber 

incidents in a timely manner

ï Minimal disruptions to business 

operations

ï Protect assets confidentiality, 

integrity and availability

Å Drive risks reduction and 

enhancements in organization 

protection controls & security 

posture

Image courtesy of Credwine @wikimedia
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Traditional Security Operations Center (SOC)

Common SOC functions

24/7 
monitoring

ÅLevel 1

ÅTriage alerts

ÅProactive 
Monitoring

Incident 
Response

ÅLevel 2

ÅAdvanced 
investigations

ÅResponse 
planning

Forensics

ÅLevel 3

ÅDeep dive 
artifact 
analysis

ÅMalware 
analysis

Threats 
Management

ÅThreats Modeling

ÅTrack campaigns 
and threats actors

ÅOptimize and tune 
threats cases

Systems 
Support

ÅLogs sources 
maintenance

ÅSystems & 
software 
support
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Traditional SOC

Å Security Information & Events 

Management (SIEM)

Å Collect security events

ï System logs (windows, Linux etc)

ï Security devices logs (proxy, IPS, 

VPN etc)

ï Network events (netflow, firewalls)

ï Application servers (web, middle-

tier etc)

Å Threats Correlation Engine
Alerts

Network 
events

Apps 
events

Systems 
events
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24/7 Monitoring

Å Level 1

Å Analysts on 24/7 work schedule

Å Roles & Responsibilities:

ï Initial triage of security alerts

ï Proactive monitoring

Å Skills set:

ï Analytical thinking

ï Good Systems, applications, 

networks knowledge

ïWell-versed in hackers craft

ï Curious (very important)
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Incident Response

Å Level 2

Å Advanced logs and artifacts analysis

Å 3-to-1 L1/L2 ratio is typical

Å Maintain Incident Response Plan

ï Frequent cyber incidents drills

Å Advanced skills set in intrusion 

analysis and hackers craft

Planning

Detection

Containment

Eradication

Recovery

Lessons 
Learned
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Forensics & Malware Analysis

Å Level 3

Å Deep-dive analysis of systems 

artifacts

Å Forensic preservation of evidence

ï Chain of custody

Å Malware analysis

Å Advanced skills in operating systems 

internals & malware reverse 

engineering
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Threats Management 

Å Threats Modeling

ï Insider & external threats models

ï Threat Case definition 

Å Threat Case

ï Events Correlation Rules

ï Analytics Reports

Å Examples

ï Virus detection and privilege escalation 

within +/- X minutes 

ï Statistical analysis of potentially malicious 

changes to system configuration
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Threats Management

Å Must be Risk-Informed & Threats-led

Å Balance between security and operations

ï False positives rates 

ï Alerts vs. Analytics Reports

Å Assets Inventory & classification required

ï Prioritize monitoring for high-value assets 

Å Continuous visibility enhancements

ï Optimize security events collection for 

maximum visibility and lowest overhead

ï New logs sources and event types

Missed threats

Too many alerts


